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Siber sigorta, finasal sektorler dahil birgok sektorde tiim sirketlerin
siber risklere karsi dayanikliliklarini gelistirmelerine yardimci olmada
6nemli bir rol oynayabilir. Avantajlar, yalnizca bir sigortali siber olay
meydana geldiginde degerli finansal koruma degil, ayni zamanda BT
uzmanlarindan fidye, gasp ve halkla iliskiler uzmanlarina, aksi takdirde
ulasilamayacak kadar uzman uzmanlara ve yerinde destege erisimdir.
Ancak, siber riskler ve siber sigortasi gerek hukukun ve gerekse sigorta-
nin karmasik ve hizli gelisen yeni bir alandir. Bu nispeten yeni teminat
tiirti, hem geleneksel sigortalara etkisi hem de gesitli sigortacilar tarafin-
dan sunulan teminatlarin 6nemli farkliliklar igermesi itibar ile, oldukca
karmasikur. Bu ¢alisma ile, hem sigortacilar hem de sigortalilar agisin-
dan bu yeni sigorta konusunda temel bilgi ve anlayisin olusturulabilme-
sine katkida bulunmak tizere, bu sigortanin hukuki yoniiyle irdelenmesi,
calisma prensipleri ve sonuglariin Tiirk Sigorta Mevzuati ve Hukuku
dikkate alinarak ortaya konulmasina ¢alisilmistir. Calismanin ilk bolii-
miinde, geleneksel sigortalarda “sessiz siber” olarak nitelendirilebilecek
sakli siber teminat riski ve bunun éniine gegebilmek bakimindan getiri-
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len istisna klozlarindan bahsedilmektedir. Ikinci boliimde ise, siber risk-
lere 6zgii olarak gelistirilen tek basina siber sigorta {iriinii, ¢alisma sekli
ve sartlari genis bir bicimde ele alinmakta ve siber risklere kars1 verilen
teminatlar, kapsamlari, istisna ve sair 6nemli hiikiimleri, Tiirk Hukuku
gozetilerek agiklanmakta ve degerlendirilmektedir.
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ABSTRACT

Insurance can play a key role in helping all companies in all sec-
tors including the Financial Sector build their cyber resilience. The be-
nefits are not just the valuable financial protection when an insured cy-
ber event occurs, but also access to expert consultants and on-the-
ground support, from IT specialists through to ransom, extortion and
public relations experts, that might otherwise be beyond reach.
However, Cyber risks and insurance is a complicated and fast develo-
ping area of both the law and insurance. This relatively new coverage is
complicated and there are significant differences in the protection offe-
red by various insurers. With this study, in order to contribute to the
creation of basic knowledge and understanding of this new insurance for
both insurers and insurers, it has been tried to examine this insurance
with its legal aspects and to reveal its working principles and results by
considering Turkish Insurance Legislation and Law. In the first part of
the study, the risk of hidden cyber coverage, which can be described as
“silent cyber” in traditional insurances, and the exception clauses bro-
ught to prevent this, are explained. In the second part, the cyber insu-
rance product, which is developed specifically for cyber risks, is handled
in a broader manner, and the coverages given against cyber risks, their
scope, exceptions and other important provisions are explained and eva-
luated by considering Turkish Law.

Keywords: Cyber risks. cvber crimes, first-party coverages, third-
party coverages. cyvber insurance, silent or non-affirmative cyber
o S 3

LHD - Cilt: 18/Sayi: 215/Y1l: 2020. s. 5087-5186



